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JoINT DEVELOPMENT oF " RooT
CD-ROM Copy ProTECTION TECHNOLOGY

Special Encryption Key Offersthe Strong Protection

Hudson Soft Co., Ltd. and Victor Company of Japan, Limited (JVC)
have collaborated on the development of "Root"* CD-ROM copy
protection technology. "Root" draws on the software devel opment
expertise of Hudson and the mastering technologies of JVC.

"Root" copy protection technology records a special encryption key
at the time the CD-ROM s pressed so that an error isreturned if an
attempt is made to play back the software from a copied disc. The
technology is built into the CD-ROM to prevent it from being
Illegally copied to CD-R/RW discs.

The two companies will use this technology to seek orders from a
wide range of Japanese and American software manufacturers for
their pressing business of their CD-ROM software, which will offer
built-in encryption keys.

* "Root" was selected as the name for the technology because it "preventsillegal copying from the
Roots up.”

Background and Technical Highlights

Today's personal computers are increasingly coming with CD-R/RW
drives as standard equipment, and illegal copying of CD-ROM
software has become a serious issue. The problem is expected to
grow larger in the future, making copyright protection an urgent



issue for content holders.

"Root" copy protection technology works by recording a specia
encryption key at the time the CD-ROM s pressed. The encryption
key cannot be read when a copied disc is played back; therefore, it
cannot be used.

There have been other copy protection technologies in the past to use
encryption keys, but they make it possible to read the encryption key
during normal playback, making it possible to copy the disc anyway
as soon as the key is decrypted.

The new technology developed by Hudson and JV C uses a special
technique to keep the key hidden, so that it makesit possible to
enhance its secrecy than the previous technol ogies, thereby reducing
the chance of the key being broken. The encryption key is recorded
in adifferent place and with a different code for each disc title,
making it more difficult still to decrypt.

Technically speaking, "Root" technology can also be applied to
DV Ds and other media.

< Profiles of the Two Companies >

HUDSON SOFT COMPANY, LIMITED

Hudson Soft, headquartered in Hokkaido, Japan, isaleading
developer and publisher of video game software. For thirty years, the
company has been a pioneering force in the Japanese gaming
industry. Hudson Soft was the first to develop and market personal
computer game software in Japan (1978) and the company was the
first third-party publisher for Nintendo's Famicom System (1984).
Hudson has two flagship character series, "Bomberman" and
"Momotaro", each of which has sold over 10million units. The
company has a strong research division which produces core



technologies for a myriad of uses. Hudson is aso aleading publisher
of mobile internet gaming using cellular phones. For more
information, visit our website at http://www.hudson.co.jp.

VICTOR COMPANY OF JAPAN, LTD. (JVC)

JVC, headquartered in Y okohama, Japan, is aleading international

el ectronics company that has achieved success by combining its
excellence in audio and video hardware with its global-scale software
business, and also has a growing reputation for its professional
equipment. JVC business lines are Video, Audio, TV, Entertainment,
|nformation-related Equipment and Component Devices. For more
information, visit the JVC Web site at http://www.jvc-victor.co.jp

For further pressinformation, please contact:

Toshiya Ogata, Manager
Or
Namiko Goto

Public Relations Office
Corporate Communications Department
Victor Company of Japan, Limited (JVC)
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